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ABSTRACT

Banknotes often fail on the design of authentiigtures for public usage. Two models are introdubeinging
clarity in the largely unknown domain of human bébar with banknotes, the Coaster-model and therdidiel.
Third, the perception phenomenon of heuristic quatrsus rule-based quality is introduced. Thilseet topics are
helpful to understand why banknote design fallgtstio public authenticity features.

The public attitude towards an authenticity seléahis changing because of two developments icdkk cycle, a
controlled issue of banknotes via ATMs and an iaseeof retailers checking banknotes with devicesaAesult
confidence in the authenticity of banknotes is o tise and the need for an authenticity self-cHali&. A third
cause contributing to the declining public inteiesin authenticity self-check is the design ofgthblic authenticity
features, which is user-unfriendly. Banknote desigrshould have more eye for features meetingragairements,
balancing two different user functions of the Ceashodel, respectively ‘keeping confidence’ andetking
authenticity’.

In 2013 the first design of the second series ob danknotes was issued. The promoted featurgsutdic usage
are mainly optical authenticity features, beingoarnait hologram, a colour changing rolling bar end/atermark.
Studies carried out in the Netherlands show tleagtneral public does not pick up these featutes.cause should
be sought in their technology-driven design instefa use-centered design approach based on uggraments. A
review of user requirements for foil features anlber features is provided and, based on theserssgents design
concepts for foil and colour features are presented

Keywords: Banknote design, user experience functions, ingenface functions, optical authenticity features.

1. INTRODUCTION

Two overarching models are introduced, the Coastadtel (itemi) and the 4M-model (iterin). A third subsection
introduces the understanding of a heuristic qualitgl a rule-based quality (iteiin). These three topics provide a
structure for banknote designers to understand humahaviour with banknotes, including percepti®ués. Such
knowledge is necessary to design optical authéyptieatures meeting user requirements. The obsengtand
conclusions are mainly based on opinion polls swidiarried out in the Netherlands. One has to lbetaat to
generalise the findings in just one country toabgl scale, although at least one study reportachihhmajor cultural
differences were found between six nations of theo&ystem [15].

i. Coaster-model

Inspiration for a method to organise the user fionstof a banknote came from the design of commaezens, like
display design for websites, apps, games or otbewpater applications. Sudhteraction desigrshows several
notable similarities tdanknote desigrexplainable as both are a form of graphic desig@2D-design, a design
discipline next to industrial design or 3D-desigmo terms are borrowed from this knowledge domdikioman
Computer Interaction (HClyser experiencfJX) anduser interfac€Ul). Especially in shorthand, UX and Ul, are
compact, simple and straightforward terms. To iaiche banknote’s user functions, two novel abbtiens are
proposed, UXFs (User Experience Functions) and WWer Interface Functions). This split in userdiions
provided the basic structure of tBeaster-modehs shown in figure 1 [17]. The model received tiame because
it can be explained on the back of a beermat asteoarhe second meaning of a coaster is a coagtipg especially
as used by the Coast Guard - symbolising the garafdnction. During the design process the Coaster-
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model may prevent drifting away from the originakajn targets.

People use banknotes to pay each other, whichiisaineconomic functionSaving or hoarding is another economic
function of banknotes. During a payment the usserdtiention for one of the kesger functionsusually for its value
(UIF 1). Attention may also be given to the bankfotuthenticity (UIF 3) or to an experience.

Before people will actually use a new banknotegigedihey have already received a first impressaonmpression
determined by UX-functions. For example, peopldifua new banknote design as beautiful or uglyirfgco they
are inaesthetic mod@UXF 2). As UX-functions are experienced firstesle functions are listed in the first column
of the Coaster-model and the Ul-functions aredistethe second column.

The user interface functions were prioritised by Brutch in 2013, in the order as given in figuris3]. Together,
the Ul-functions define thesability of the banknote, which may be reported lwgability scorewhich came out for
euro banknotes to be 6.4 on a scale from 1 to &0 The order of the user experience functiongidyg the author
and is argued as follows. When people receive &dnrbanknote, they will show less interest irditgsign as when
they receive a (new) banknote of their own curresr@a. This assumption is the argument to staht ‘meéitognising
identity’ (UXF 1). Second, within an instant, pesgiave their judgement ready on the aestheticy, fthe the
banknote beautiful or ugly (UXF 2). Subsequent WXdtions are ‘keeping confidence’ (UXF 3) and ‘téag on
the main image’ (UXF 4). The two upcoming user eigee functions received a position at the bottexpecting
sustainability’ (UXF 5) and ‘linking to informatiotechnology’ (UXF 6).

Key user functions of a banknote

UXFs UIFs
User Experience Functions User I nterface Functions
1. Recognising identity 1. Recognising value
2. Judging aesthetics 2. Handling
3. Keeping confidence 3. Checking authenticity
4. Reacting on main image 4. Receiving the comnaiitic message
5. Expecting sustainability
6. Linking to information technology

Figure 1.
The Coaster-model, a model of the key user funstafra banknote. User functions are split into USgrerience
Functions (UXFs) and User Interface Functions (Y[EZ].

Norman (2013) also introduced the "total experiéméa design, which is the result of emotionalsfattion and
usable functions. In terms of the methodology dewetl, UXFs and UIFs will bring the Total User Fuiocs
(TUFs) of a banknote:

UXFs + UIFs = TUFs.

ii. 4M-model

Figure 2 presents ti#M-mode] a model of the 4 Modes giving attentiorto a banknote [18]. This scheme has been
compiled by bringing together the work of Asch §hjd Kahneman [34]. Following the work of Asch, thanknote
modes are introducedonfigural modeandfeature moderespectively processing a product as a whole parts.
Kahneman introduced the two brain modes, the lisagither active irautomatic modéfast) or incontrolled mode
(slow). Following Kahneman, a cash transactioroisedon autopilot, like driving a car or walkingtais the human
brain processes the sensory information fast, imnkean’s terms isystem 1When the brain is in a controlled
mode, giving full attention to a banknote, inforioatis processed slow (or Bystem 2 The 4M-model is created
by bringing together the two banknote modes andwtleebrain modes. Banknote designers will recogttigefour
typical usage scenarios of the 4M-model. When meam distracted during the payment transactior),(May will
not give attention to a banknote. This situatiofllistrated by Derren Brown with his funny moviBdying with
paper” (2007), demonstrating that in this situapeople will actually accept blank paper as a paymEhe second
mode (M2) represents persons checking a banknatklgon one or two favourite features, like a dhéar a thread.
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The third mode (M3) concerns the situation thaist feceived banknote is compared to another, airfbdnknote,
not received at the same moment in time as thigbsknote. Finally, any central bank employee veitlognise the
fourth mode (M4), a proper authenticity self-chégifollowing the instruction leaflet of the centiznk.

Mimicked banknotes slip through in M1, not in M23Mnd M4. People are very well able to detect antewteited

banknote when they pay attention, as was conclirddo large scale studies done [31, 51]. Key todktection of
counterfeited banknotes is giving attention, whghsually not the case. By far the most commarasiin is people
operating a banknote ofenomination mod@JIF 1) while they do not pay attention (M1).

With 10 user functions of the Coaster-model and foperating modes of the 4M-model, there are aitld@

situations of how people may perceive a banknote

Giving attention to a banknacte
Banknote mode
Brain mode Perception of banknote in
Configural mode Feature mode

M1 M2

Automatic mode (fast) No attention Attention to single feature
Paying with blank paper* Thread or watermark

M3 M4

Controlled mode (slow) Attention to complete banknote Dedicated attention
Compare with other banknote Following central bank leaflet

*) Movie by Derren Brown (2007), available on Ydugu

Figure 2.
The 4M-model, a model of the 4 Modes of giving @titen to a banknote [18]. In italics an examplerisvided for
giving attention to a banknote authenticity mode

iii. Heuristic quality and rule-based quality

Kahneman not only introduced the two brain modespraatic and controlled mode, he also emphasisethen
importance of heuristics and biases [34]. Heurigtfers to discover, knowledge gained by incideSggonyms for
heuristics include rules of thumb, presuppositi@aginitive illusions and intuitive flaws. Applied & product like a
banknote, théneuristic qualityis the quality peoplexpectthat the product will show, based on people’s gane
experience-derived knowledge on low and high gieslifThe opposite term of heuristic qualityuge-based quality
and refers t&knowledgeon the individual features. However, such an ustdeding was known before Kahneman
opted for heuristics, as illustrated by the variterens relating either to the complete banknot@ingle features
(figure 3).

[ o L LN
Overall banknote Individual features
Perceived quality Heuristic Rule-based
Perceived by public in Automatic mode (fast) Controlled mode (slow)
Configural mode Feature mode
Inattentive Attentive
Holistic manner Focussed manner
Long-term memory Implicit Explicit

Figure 3.
Overview of terminology concerning the overall baate and its features.
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However, the heuristic quality of a banknote isagifying term to understand people’s behavioutwitinknotes, as
will be illustrated with some examples. First, wivemparing an original and a counterfeited bankmmseple expect
that the original is the one showing a more satdrablour or a more sharper design. Such assursptiay turn out
to be wrong, as an original banknote may have beghter colours than an imitated banknote or thigimal may
look blurred compared to an enhanced reproducAosecond example is that a more glossy foil is etegbto be
the original. The heuristic quality also explair®ple’s first reaction when they say that an upgpldahnknote looks
phoney, which is a third example. A heavily damageadknote, repaired with cello tape, is one morngte.
Repaired banknotes trigger awareness, just asdangnotes deliver a conspicuous feel. Althoughugen people
expect that something is wrong, as the genuinermaldoes not match the heuristic quality.

The focus of modern banknote designers is on featwde, rather than on configural mode, an incot@plpproach,
as “the note itself does not explain which segugature should be inspected by whom” [7].

2. PUBLIC ATTITUDE TOWARDS AN AUTHENTICITY SELF-CHECK

To be successful, a banknote feature should reeg¢iention as elaborated in section 1. Indepenafeitd design, it
seems that people are less-and-less inclined &oagtention to the authenticity of a banknote dray tare right. In
daily payments people may trust their banknoteschvtarts with a banknote withdrawal from an ATB&nknotes
coming out of an ATM dmot have to be verified, at least not in the Eurozékeuro banknotes which are used to
fill ATMs are checked on genuineness and fitne$srbehey are re-issued. This situation is theltefuhe decision
of the European Central Bank (ECB) on recirculattbeuro banknotes [24]. The majority of these gealATM-
notes are brought to shops, where people recegitedtiange back in lower denominations and coiaspk witness
retailers passing banknotes more-and-more throegites, a further encouragement of their confidencthe
authenticity of banknotes. These two developmentthé cash cycle, genuine notes from ATMs and lestai
checking banknotes, changed the attitude of thetbtdwards an authenticity self-check of banknafeshange
which can be explained by the Coaster-model asftafisim checking authenticity (UIF 3) to increasedst (UXF
3). The change observed, from UIF 3 to UXF 3, igpsuted by measurements showing that people ssatat-less
inclined to check banknotes on its authenticitypgagction 2.1). As a result of the two identifiedelepments in the
cash cycle, people have a high trust in their batéshas indicated by measurements carried outfiadzaand the
Netherlands (subsection 2.2). Finally, it will bentbnstrated that the design of public authentfeiéyures fails, as
their design does not correspond to the generalragairements. The result is that current bankdetégns do not
encourage people to do an authenticity self-chacktherefore, once more as a consequence, pedylenr¢heir
faith in banknotes being authentic (subsection.2.3)

2.1 Declined interest in a self-check on authenticity (UIF 3)

The general public only incidentally reports a deuieited banknote, so is the experience of De Nad@sche Bank
(DNB). About 10 % of the counterfeits are detedtgdetailers and the large majority, about 90 %¢cbmmercial

sorting systems operated by CIT-companies (Cadhdnsit). These experimental data are in line githoutcome
of two studies within DNB’s biannual researchepdople’s attitude towards the need of an authignself-check,

respectively in 2013 [53] and 2015 [44]. People rmagt the banknotes withdrawn from an ATM and thly/also

rely more-and-more on the retailer, as they sealees checking banknotes more often, like is thsecin the
Netherlands (table 1). Dutch retailers using a@eincreased from 55 % in 2007 to 80 % in 2015.ckhieinder
UV-light are more-and-more replaced by checks withautomatic device, in 2015 about 1/3 of the letaicheck
with UV-lamps and about 2/3 checks with an autoonaivice [19].

These two developments, genuine notes received #roiTM and retailers obviously checking banknoteake

people more confident on the genuineness of ttegikiotes, resulting in a large majority of the Dutesidents
telling not to have checked the authenticity obakmote in the last five years as indicated byet@b{65 % in 2013;
62 % in 2015). Even more illustrative is that tlaeynot expect that their behaviour will changehia future (53 %
in 2013). The Dutch respondents who did carry auawihenticity check said, as reported in tabkba&, they did so
because of the appearance of the received ban{d®é). People in other countries may have a meireesattitude
towards an authenticity self-check, like for exaeiol Mexico. Unlike the Dutch, the majority of tMexicans (60
% in 2014) tell that they do check their banknd8s These quarterly Mexican measurements starte2D08 and
are a fine example of longitudinal data on the kigha of banknote users.
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The aging of the population in modern societies $pecific concern, as older people verify bankhoteeived less
often than others [53]. A German study reportenfréla finding for the attitude of elderly Germaitizens towards
an authenticity self-check [40]. Elderly Germanséha high trust in the euro banknotes they recanebdo not see
a need for a check on their genuineness.

People may trust ATM-notes and may observe regailerifying banknotes, but this perception doescootr low
denominations, which may remain unchecked. Howdwer values are usually not mimicked or appearnialger
quantities as reproductions of high ATM-denomin@giorl he risk of damage caused by these lower védilsrefore
smaller. It seems that an authenticity self-chezkomly needed in specific situations like on maskdarge
entertainment events or purchasing a product wanet platforms from private persons [e.g. 50].

Eurozone Netherlands (%)
Average (%)
2009 2007 2009 2011 2015
Ultraviolet lamp 19 35 33 31 24
Infrared viewer 8 4 3 3 -
Automatic device 8 16 22 30 56
Do not use any tools 54 45 40 36 20

Table 1.

Use of authenticity devices by retailers in thedzone [49] and the Netherlands [29]. As of 2018r&g are no

longer available, as the branch organisation piogithese figures has terminated these studies20h5-figures
are reported by De Nederlandsche Bank [19].

Attitude towards an authenticity self-check of Netherlands

banknotes

Year 2013 2015
Number of respondents 1,020 1,010

I did not consider a self-check 52 % 54 %

| did consider a self-check, but did not do it 13 % 8%

I checked once or more in past 5 years 35 % 38 %
I do not expect my behaviour will change 53 % -

Table 2.
Public attitude towards an authenticity self-checthe Netherlands [53, 44].

Why did you do an authenticity self-check? Netherlands
Year 2013
Number of respondents 1,020
1. Appearance of the banknote 46 %
- Dirty, pale, wrinkled, damaged 22 %
- Paper felt different, too nice, too new %9
- High-value banknote 3%
- Colour seemed different 2%
2. Out of curiosity or habit 22 %
3. Part of my job 13 %
4. Heard about falsifications and/or security fesgu 6 %

Table 3.
Response on the question “Why did you do an auitigntheck in the past five years?” [53].
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Vicious circle

The changing attitude of the public brings cerlbeaiks in a vicious circle as shown in figure 4 [IBje circle starts
with the public not giving attention to authentyodtf the banknote, because of their high trustassult of reduced
interest of the public in authenticity, counterfes settle for a lower quality of mimicked notes,radicated by the
Simple Method15]. This lower quality makes it easier to digtiish between a real and a counterfeit note. This
segment of the circle provides central banks tlyeiraent that it is easy to see the difference batweal and
imitation. The vicious circle of figure 4 may beoken when the number of counterfeits is increasingituation
expected to make people more alert.

Public does
not pay

attention due
to trust in
banknotes

Central bank tells it is easy to
see the difference between
real and counterfeit

Counterfeiter settles for
lower quality counterfeit

Figure 4.
Vicious circle of public attention to authenticithieck.

2.2 Increased confidence in banknotes (UXF 3)

Confidence in banknotes (UXF 3) is a key user @gpee function and can be monitored (itgmUser functions
include severaliser sub functiondn case of ‘keeping confidence’ (UXF 3) user fuiictions are the time spent on
an authenticity check (itein) and an aversion of the public to obtrusive auibip checks (itemiii ).

i. Increased trust in banknotes being authentic

Confidence in the authenticity of banknotes isqmidally measured in Canada and in the Netherlaredpgectively
since 2004 and 2005 [15]. Although the scores eandmpared on a scale from 1 to 10, the measuremethiod
applied is not similar. Figure 5a provides the datesults, demonstrating that over the last decadédence in
banknotes is high and stable. This is a remarkfaidéng, as the number of counterfeits in both daes were not
stable. In Canada the level of counterfeits readisedp in 2004 counting 470 c/mnic (counterfeiés million notes
in circulation) and came down in the following ygdrelow 50 c/mnic. Also in the Netherlands the nemntf
counterfeits fluctuates, as shown in figure Sbkpepat 65 c/mnic in 2009 and increased in 201&0kmut 70 c/mnic.
The graphs of figure 5 lead to the assumptionubpab a level of 500 c/mnic the level of mimickeshknotes does
not seem to be of influence on people’s trust imkbates. The graph in figure 5a shows a slight ugwrand for the
trust of the Dutch in their euro banknotes. Thisvag trend is mainly caused by the increase ofaredgnts
providing a score of 8 or higher, as provided lpyfe 6.

ii. Time spent on an authenticity check

The time needed to verify a feature is probablyrttost relevant user requirement for an authentioatelf-check.
Studies have been carried out on ithepection time of single featuremd on thénspection time of a complete
banknote Two studies report on the inspection time of kirfgatures and reported in table 4, respectivalydy on
Russian rouble banknotes [39] and a study on Canattillar banknotes [2]. First conclusion is thetaking a single
feature may take 3 s up to 18.4 s. Second, thestudies report quite different figures for the autication of a
similar feature, like a watermark and a securitgdld. These different values are explainable, lsecthe instruction
given to the respondents was different. In casth®fRussian Rouble banknotes respondents were &shetas
accurate as possible, not worrying about the timhéle the Canadian respondents were asked to fastess possible
while optimising accuracy. Anocther difference witte Russian method, using common banknotes, id¢atatres
in the Canadian experiment were masked out, wheerést of the banknote was covered. However, intthies
indicate that the time threshold of an authenticitgck of one single authenticity feature is asi@s. Another study
reported on the inspection time of a complete bat&kiRespondents spend 5.3 s on verifying a euro SRrimde;
the front was kept up for 3.5 s and 1.8 s was spethe reverse [38].
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If you must give a score for the trust you have in the authenticity of the euro
banknotes that come into your hands, what score would you give? (n=1,010)
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Increased confidence in the authenticity of eumkbates in the Netherlands over the years 2005-2015
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Most likely, people will be prepared to spent miinee on high value banknotes like a 100 dollar lpentd, than on
low denominations like a 5 dollar note, althoughswupporting studies seem to be available. Infolmnatin how
much time people may spend on the authenticatiancoinplete banknote may also be derived fromesudtine on
the detection of counterfeits. Subjects may receifferent time slots to judge whether a banknstggnuine or not,
varying from 2 s [31, 48] up to 7 s [35]. A recéantge scale study focussing on the influence df@othe detection
of genuine and counterfeited banknotes within a pflbanknotes reported an average authenticatiendf 6.3 s
[51]. Experienced people like retailers needed tiess (5.0 s). Furthermore it was reported thahdpey more than
10 s on a banknote did not lead to higher scomeiflging correctly whether a banknote is a codaieor not.
Electronic means of payments may also set a bemck fior the time spend on an authenticity checkoAtact less
paymentby a debit card takes only 7 s, while a cash payriakes 14 s and a standard debit card paymemg asi
PIN-code 17 s [47]. Furthermore, it is the intemtdd the National Forum on the Payment SystemerNbatherlands
that in 2019 electronic payments will be creditedhte payee's account within 5 seconds [20].

All this leads to the following tentative conclusio/erification of a single public authenticity feee takes at least
3 s. When three features have to be checked Wil & least 9 s, above Lingnau’s finding of 5.31d the other
studies introduced which indicated a maximum ab & . Retracing, if three features should be iegrifvithin 6 s,
each feature may take about 2 s. The preliminanglasion is that an authenticity check of a singiblic feature
may take between 2 s and 3 s; a threshold to te&eaccount when designing new optical authentfeigures.

Reported checking time
Central bank of Russia Bank of Canada
(2002) (2010)
Public security feature As accurate as possible, notAs fast as possible, whilg
worry about the time optimizing accuracy
1. Watermark 8 4
2. Security thread 10.1 3.5
3. Holographic stripe - 3
4. See-through register - 5.5
5. Optically Variable Ink (OVI) 3.1 -
6. Latent image 18.4 -

Table 4.

Reported time to check a public security featusetdaon two different instructions. In case of thé¢BR banknotes
people were asked to be as accurate as possibpmying about the time. In case of the CAD-bavties
respondents were asked to be as fast as possileaptimizing accuracy.

iii. Obtrusive authenticity checks

Collective use of banknotes implies that peopleshtatrust each other on the genuineness of bagdnah obvious
check can be perceived as if a person does ndttheis fellow citizens and people may feel offedd&herefore
such checks can be experienced as impolite or aveaifending. Thé-eel, Look, Tiltmethod is promoted by the
ECB to authenticate banknotes [e.g. 26]. The fingick, feel, can be done discreetly, but the aaifdook brings
the first hesitations. Look refers to two situasiptooking in reflection and looking in transmigsior respectively
look-atandlook-through For look-through people have to hold the bankngptto the light, an obvious action, which
may hold people away from an authenticity checle Bank of England advocate that such action shaotlthe seen
as offending or mistrust and should be seen asaldsehaviour (figure 7a). A watermark is an olddiee, dating
back to the time that banknotes were only used ésclnants and a look-through action was probablegted.
However, new developed features do not seem toitédi@ccount the public’s reluctance to obtrusiuéhenticity
checks. Almost all new optical authenticity featuask for human actions which cannot be done $gdike in case
of the “hidden numbers” in the polymer banknotethefBank of Canada (figure 7b) or in case of thelaw-feature
in the new euro 20, issued in 2015 and part of Eheopa series” (figure 7c). Instead of developioagk-through
and tilt features, feel and look-at features shbeldeveloped, as they match better to the useriexge requirement
of a delicate authenticity check [15].
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Bank of England, 2006 anB of Canada, 2011 Europeant@l Bank, 2015

take a closer look.

Figure 7.

Central banks promoting obtrusive methods for ahemticity self-check by the public.

a) Checking a watermark. Bank of England (2006) [6]

b) Checking ‘hidden numbers’ in a polymer banknaténg focussed light, e.g. a halogen lamp. BarRasfada
(2011) [4].

¢) Checking a ‘window’ with the portrait of Europathe redesigned euro 20 (2015). Public domain.

2.3 User-unfriendly public authenticity features (UIF 3)

The foregoing can be summarized as follows. Pedpleot see any need to check banknotes coming ant ATM,
neither do they see a reason to verify the chaaggived from a retailer (subsection 2.1). As altepaople have a
high, stable and slightly increasing confidencéhigir banknotes (subsection 2.2). There is a ttardse why people
may not carry out an authenticity self-check orhanticity features, their design does not meetptltaic’'s user
requirements, the subject of this section.

Central banks investigate only marginal in reséagchser preferences. As banknote design is avitgdtiat comes
along once in a decade, many central banks doavetddesign manager and rely on their printeopy evhat other
central banks are doing. Central banks may alser shdather knows best attitude’, a rather patestial approach
when it comes to banknote design. However, althougtmany, some studies have contributed on insightpublic
preferences for public authenticity features. Rinst public’s knowledge of authenticity featuregpissented (item
i), followed by a study on general preferences fdilip authenticity features by the use of conjoigearch (item
ii). Public’s preferences for authenticity featut@®tighout a series have also been subject of slikdysimilar or
different features for low and high denominatioitenfiii). More detailed studies have been carried outulsig
preferences for shiny foils and glossy inks, whidh be introduced in respectively section 4.1, 4riti 4.4.

i. Knowledge of authenticity features

Public preferences for authenticity features isaappt from the spontaneous knowledge of autheptiestures.
Started in 1983, knowledge of authenticity featusgsart of the biannual polls initiated by De Nededsche Bank
[e.g. 12]. During the decades the average pubtictaviedge of correctly mentioned authenticity featuhas more
than doubled, increased from 1 in 1983 to 2.3 i022the year of the introduction of the euro. Sithen this figure
is quite stable, although there is a tendency thirte as is the case in 2013 and 2015 (table by decrease is
reflected in the average knowledge of correct anitbigy features, which fall from 2.1 in 2013 t®1n 2015.

In 2013 and 2014 the first two euro banknotes wereduced of the Europa series, respectively 51&heluro. Their
introduction was accompanied by a large-scale inédion campaign. However, this did not lead torardased
public knowledge of the authenticity features. @& ¢ontrary, the recollection of the promoted fezgwf the second
series of euro banknotes scored lower; the knowedghe watermark declined from 79 % (2013) t@#{2015)
and the knowledge of the foil from 57 % (2013) %% (2015). The new introduced rolling bar or erdteraumber,
sold by the manufacturer under the name “Sparkiiaies unnoticed, scoring just 1 % (2015). Alsotti@ne of the
Europa series did not come across as will be eddéébdon in section 3.
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Public knowledge of authenticity features Netherlands

Year 2013 2015
Number of respondents 1,020 1,010
1. Watermark 79 % 71 %

2. Hologram/silver foil 57 % 37 %
3. Security thread 13 % 14 %

4. Raised ink 14 % 12 %

5. Glossy gold stripe 3% 5%
6. Colour changing ink (ES1) 3% 3%
7. Rolling bar (ES2)* - 1%
Cannot recall any authenticity feature 6 % 13 %
Average number of correct authenticity features 2.1 1.9

Table 5.
Overview of the public knowledge of authenticitatieres in the Netherlands in 2013 and 2015 [53, 44]

ii. Public preference for general design conceptpublic features

Conjoint research is a statistical technique aifgproperties or attributes to respondents in whffesets [27]. This
technique of market research determines how pe@ple different features that make up an indivicaralduct or

service and is applicable to banknotes, as exeras2008 in the Netherlands [15]. Research subjest the euro
50 banknote and a total of six different attributéshe public authenticity features were distirsingd as listed in
table 6. The outcome is that the location of thatuees is judged as the most important charadtemasid the

appearance of public authenticity features is sesetie least important. This study also reportati when public
authenticity features would be verifiable at orengle, this would give the strongest boost to aeaw 50 banknote
design (deviating + 17 % of the attribute levek #xisting euro 50 is used as reference).

Attributes of public authenticity Scorein %
features of euro banknotes

1. Location of authenticity feature 30
2. Number of authenticity features 23
3. Pictorial element (type of image) 18
4. Degree of complexity 13
5. Degree of conspicuousness 9
6. Appearance of authenticity features 6

Table 6.
Relative importance of the characteristics of thelip authenticity features on euro banknotes an bg the
Dutch.

iii. Public preference for similar or different feaes within a series

To save costs, central banks may opt to divideriassén sections, like low and high denominatiobswer cost
features are applied in the lower denominations rance costly features in the higher denominati@isiding a
series of banknotes in two or more parts compl&cptilic information tools and is not in the instref the banknote
users either, as may be concluded from studies doreairo banknotes [10, 15]. The first series obdaanknotes,
“Ages and Styles of Europe”, is split in low eurendminations (euro 5, 10 and 20) and high denomimat50,
100, 200 and 500). Low and high denominations shew public authenticity features which are diffeten
respectively a foil stripe and a gold shiny bandte® low denominations and a foil patch and a gottanging
feature on the high denominations. As early akénpreparatory phase of the “Euro 2002 Informa@tampaign” in
2001, this distinction was found difficult to commicate [22, 23]. For each description - as welbaghe illustrations
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- separate instructions had to be developed fofdihe stripe and patch - and the special inke, gbld shining band
(iridescent stripe) and the colour changing fea{@pgtically Variable Ink or OVI). Despite this effp most cash
handlers (close to 70 %) did not know that theeetao groups of banknotes having different auttdgtfeatures
[10]. Also, at least 9 % of the subjects believer¢his a foil stripe on the 50 euro banknote, aigfnothe euro 50 has
a patch. Asked for their preferences, one fourtthefrespondents (25 %) would like to have sinalathenticity
features on all banknotes and the majority (75 #he participants does not have a preference,wisiseen as a
result of the earlier reported finding that the lpubhows a laissez fair attitude towards an autbiey self-check
(subsection 2.1).

All active public features of the banknotes of Ehgopa series are positioned on the front, inuath the results of
the conjoint research and facilitating communicatiools. However, opposite to the findings repartiis series
will be split in three parts: low denominationsgBd 10 euro), medium denominations (20, 50 andel®6) and
high denominations (200 and 500 euro).

2.4 General preferencesfor public authenticity features

People are less-and-less inclined to do an authigrgelf-check because of two relevant changekencash cycle;
banknotes withdrawn from an ATM are genuine andiles are checking banknotes with automatic devsection

2.1). As a consequence people have a high andlgligbreasing trust in their banknotes (sectid?) 2A third cause
has nothing to do with these changes in the cadle,dyut is caused by the design of authenticijuies. In general
such features are usage-unfriendly, not invitingpbe to operate an authenticity self-check (se@i@). In general,
people do not know what to check for. They alsmdbknow the name of the feature, neither do threynkwhere

the feature can be found and, once located, theyifihard to judge whether the feature is genoimfake. Instead
of making UIF 3 more complex, banknote designemikhshift their focus from UIF 3 to UXF 3, as #luated by

figure 8.

Based on the analysis done, figure 9 presents @aten list of the general user requirements ofipuhlthenticity

features [16].

Experiencing confidence Checking authenticity
_—>
UXF 3 UIF 3

<—

- | trust banknotes. - | know what to check.

- | think the banknote is good protected against - | know the name.

counterfeiting. - | know where the feature is.
- Features are not for me, but for counterfeiters. - I know how to judge if it is genuine.
- The banknote provides the impression of a - | can check soiled, crumpled banknotes.

good protection. -
- Checking time is most relevant criteria.
- Checking can be offending (look-through, tilt).

Figure 8.
User needs UXF 3 versus user needs UIF 3.
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General user requirements

Public authenticity features

User need

UXF

Description

. Time A public authenticity feature should be operate@ to 3 s.

. Delicate People do not want to offend others when they examijust received
banknote. Feel and look-at are preferred. Looktthincand tilt actions can
hardly be done discretely.

. Striking The desired authenticity feature should be striking provide pleasure
during checking (the playing man: homo ludens).|B&aimages should
be used as part of a story.

. No nesting The banknote itself is considerednessecurity product (nest level 0).

Individual public features start at nest level 8l ahould not include a
second nest level. To force the counterfeiter yeraheir work, higher nest
levels may be considered to be included, but rgpdiblic use.

. No repetition

Avoid repetition of design elenwlike numerals or currency symbols.
People will be discouraged; should they all be kbd®2 Should they all be
the same? Should | start at the top or just piek’on

UIF . Check at one glance With three features advised verified, a complete authentication at one
glance should be done within 6 s. All featurestanftont.

. Similar in all Authenticity features should be similar throughedes.

denominations

. Feature name Without a name, people do not kmlost to look for (linguistic
determinism).

. Easy to find Keeping the banknote at a reading distance (0.8 @t m), human eyes
would typically focus on object sizes of about 3@ m15 mm.

. Understandable Is it clear if the features dhdet felt, tilted, looked-through or should be
looked-at? Is it clear how this effect should berfal banknotes and also
for counterfeited banknotes?

. Univocal A clear yes-or-no decision, unequivocal discrimioratbetween a real and [a
counterfeit banknote.

. Equal perception Perception of public features should be equivaMtfiten one feature
attracts too much attention, people will tend teathjust this feature;
maximising one feature at the expense of othersldhm® avoided.

. Durable The feature should work under different light cdiudis and temperatures,
by the young and the elderly. An authenticity featwhich loses its
characteristics by wear and tear will complicate@athenticity check.
Authenticity features should be hard-wearing.

. Single user group A feature should serve just one user group, in tasgeneral public (to
prevent sub-optimization for one or more other ggetps).

Figure 9.
General user requirements of public authenticiggees, divided in UXF and UIF [15 and the refeemntherein].
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3. OPTICAL FEATURESIN EUROPA SERIES

The knowledge presented in section 1 and 2 is dises Hor an analysis of the latest design of optashenticity

features in euro banknotes. In 2013 the Europeatr&e3ank issued the first banknote of the Eursgrées (ES 2),
a redesign of the first series (ES 1). The focusnisipgraded optical authenticity features, as shiomfigure 10,

being a silver foil stripe - in register with thant - including a holographic portrait (1), a cotcchanging feature
with a movement effect (2) and a traditional waterkn(3). Their introduction has been accompaniethisnsive

information campaigns and at the time of the retetire upgraded euro 5 and euro 10 were respactbelut two

and one year in circulation. In February 2015 ther euro designs were for the first time part of D&NBiannual

public opinion poll on banknotes [44]. What did Detch public pick up from these features introdire

Portrait hologram

.| . =
Portrait watermark [ Mg . S =
Europa et =
= HnE 9
; = o =
( = =
= =
e : s
)
a
g -~
W Ao gha !
4 -=
2 — W
E |
| i ®
-4
4 e - -
‘10 :
= Emerald number
Figure 10.

Optical authenticity features the euro 5 (issue?dh3) and euro 10 (issued in 2014) of the Eurepas
a) Watermark shows a portrait of Europa.

b) Euro 5/Classic, issued on 2 May 2013.

¢) Euro 10/Roman, issued on 23 September 2014.

d) Hologram in euro 5 shows a portrait of Europaerprinted with a grey line pattern and a varnish.
e) Rolling bar: a colour changing ink, from bluegreen, showing a movement effect.

New theme and features remain unknown

The Dutch received a positive impression of theothiction of the Europa series. The first two banks of this
second series or euro banknotes, the 5 and 10aermore appreciated than the old series, bathsign and safety
[44]. The differences observed between the newthadold series are presented in table 7. The muaking
difference noticed is the banknote’s change of wo(®3 %); the saturated red of the old note idaga by an
unsaturated, brownish red. Changes in the wateramatkhe foil remain unnoticed, respectively shawfigure 10a
and 10d. The promoted name "Europa”, a figure knfomm Greek mythology, is mentioned only incidehtalrom
the few that mentioned a woman in the foil, a milyanentioned “Europa” (together 1 %).

The increased safety of the new series is mostgdan gut feelings, as respondents have as méitylties
describing the features of the new series as theg for the old series. When it comes to knowleafgine public
authenticity features, the scores of the new sehiess a lower response than before, as alreadytegpm table 5
(subsection 2.3).
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Differences between the new and old euro Netherlands
banknote series

Year 2015
Number of respondents 1,010
1. The colours have changed 53 %
2. Looks more modern 9 %
3. The numerals are more clear 4%
4. Woman in watermark, portrait of Europa 1%
5. A green numeral 1%
6. More round shapes 1%
7. The fail at the right side has changed 1%
8. (Parallel) lines along the sides 1%
9. Woman in the foil, portrait of Europa 0%
10. Other, namely 46 %

Table 7.
Overview of the differences between the Europaesdniew) and the series of Ages and Styles of Euf@p) as

experienced by the Dutch in 2015 [44].

The conclusion is that the introduction of thetfisgo euro banknotes of the Europa series had sitiymeffect on
the public’s knowledge of authenticity featuresK3). However, introducing new public authenti¢égtures makes
people more confident on the authenticity of elmokmotes (UXF 3).

The third denomination of the Europa series istlre 20, issued on 25 November 2015 (figure 11k i§ the first
paper based banknote showing a transparent aredndow’ (figure 11b). To check this feature, fopositions
should be verified, front and reverse, both ing&fbn and in transmission. Future studies willehevreport whether
this portrait window feature will be used for a palauthenticity self-check.

Portrait window
Front Reverse

Reflection

JARRRLY

T
RABAAN
'BCE ECB EL{6 EZB EKP EKT EKB BCE EBC 2015

Transmission

AT

©)

©)

£
©
9)

I

Figure 11.
Optical authenticity features the euro 5 (issue?dh3) and euro 10 (issued in 2014) of the Eurepas

a) Euro 20/Gothic, issued on 25 November 2015.
b) Four positions of the portrait feature.
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4. USER REQUIREMENTS FOR OPTICAL AUTHENTICITY FEATURES

General user requirements for authenticity featuvese provided in figure 9 (subsection 2.4) and phevious

showed that the design of public authenticity fesun the Europa series did not come across tBtieh (section

3). The designers of the euro focussed on the igobs of authenticity features, an example t#cdnology-driven
design policyBetter scores may have been received wheseacentered design poligyould have been followed.
Key to such an approach is the identification arugquirements for each user function of the @pasbdel. In

case of authenticity features for public use, amz¢ should be created between keeping confiddXE 8) and

checking authenticity (UIF 3).

This section continues with a search for the usguirements for respectively a foil feature andlaur feature. The
need for optical authenticity features was borthan1980s and is introduced first (section 4.1psgquently, public
preferences for either a foil or a colour feature gresented (section 4.2). User requirementsdibifefatures are
listed, based on the identified user preferencestitm 4.3) and are followed by examples of designcepts for

public friendly foil features (section 4.4). In anilar approach user requirements are providedafdghenticity

features based on colour (section 4.5), followe@Xsymples of design concepts for colour featuresti( 4.6).

4.1 Introduction of optical authenticity featuresin banknotes

Optical authenticity features in banknotes receiadmbost in the 1980s. The “Digital Revolution"ethuccessor of
the Industrial Revolution, reached the domain oldbate designs (item), leading to the introduction of foil features
(itemii) and colour features in banknotes (itén The perception of these features is often hiedidry complex
designs and especially by change blindness (itemin the case of colour features their effectiwsnis also hindered
the design of foil and colour features would aimgderception in configural mode, innovative banlkendésigns may
be delivered, as was the case in the Netherlanithe ih990s (iteriiii i ).

i. Digital Revolution influenced banknote design

In the early 1980s the first digital applicatioms\&d in the graphic reproduction industry. Thes®vations became
available for the home user in 1984, like the fingfet printer “ThinkJet” by Hewlett-Packard [45). synchronous
development was the Personal Computer (PC) and fe€ating systems and software. The first version of
“Windows” was presented by Microsoft in 1983. Tlemsequences of these digital developments on hedection
of banknotes were foreseen in the USA by the Nati®esearch Council (1985), when they gave an @aiping
for this impending danger for US dollar banknotE][ The NRC was right and the digital revoluti@chme a real
threat to banknotes in 1987. At that time the Japartompany Canon introduced the Color Laser C¢pIeC 1),
the first digital colour copier using standard paffigure 12a). Anyone could reproduce a banknaterdinary paper
within one minute by one push of a button. The Itggm of the print was limited, below 300 dpi, kit deliver
some relief to the copies, quite similar to realkretes. Central banks had to react and in theedr8tates the NRC
delivered an updated report [42]. Several centaalkb, but not all, decided to addti-copy featureslike a high
reflective foil, a glossy windowed security thremda glossy ink [15]. Suchdd-on featuregould be incorporated
without changing the existing design, leading bmast of upgraded banknotes. In the years thawell, the Digital
Revolution continued with the diffusion of homerpérs (1990), home scanners (1993) and image Seft{t895).
Since the mid-1990s people received access tothmet, including the rise of electronic mail ahd World Wide
Web with its discussion forums and online shopites.

The third generation of Canon’s colour copy machkiappeared in 1994 (CLC 800) and used smaller pitpne
leading to higher print resolutions. The embossiisgppeared, to the relief of the central bankscé&the year 2000
the graphic reproduction industry developed furth@inly focussing on higher resolutions and imprgthe colour
gamut. Clear serious threats like in the 1980s1&8s cannot be interpreted, making it difficuttdentral banks to
target new (optical) authenticity features. Sthtral banks feel the need to issue every sevas yesav banknote
designs, although no new technical threats have bémessed. What is threatening is the availabitit foil
imitations and all types of colour pigments onititernet.
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Color Laser Copier (1987) Visa Card (1984)

a) b)
Figure 12.
a) In 1987 the first colour copier appeared usiggal techniques and standard paper, the ColoeL@spier (CLC
1) by Canon.

b) First holographic foil application on Visa Cqd984). When moving the card, the dove flies away.

ii. Review of foil features in banknotes

In the 1980s foils were already applied in the cards and packaging industry. Still foils wererfdua good
protection to inkjet printers and colour copy maes as these reproduction devices could not repeodlossy,
silver or gold coloured foils. Efforts were undéeta to make these commercially available foils usigmost of
them aimed for adding a hologram. Holograms daté ba 1908 when Gabriel Lippmann (1845-1921) crbahe
first 3D-image using an array of lenses. DennisdB4b900-1979) recorded in 1947 the first 3D-imagea 2D-
surface. In the years that followed a ‘rainbow Ilgodon’ was developed in 1969 by Stephen Benton 1(P®03),
followed in 1972 by a cylindrical ‘holographic steigram’ invented by Lloyd Cross (1934-2015). Thit invention
showed, as the viewing angle shifted, fragments wfoving object in 3D and this invention becamelihsis for
printed holograms. The credit card of Visa was 984l the first product of security printers applyiadnologram,
featuring a flapping wing pigeon (figure 12b). Tfiist generation of holograms is characterisedtimges, by relief
control. Many technical developments and applicetiollowed since then, like the invention of a-syetric fringes.
The technical principles behind these optical autibity features were reviewed in the first publioa on "Optical
Document Security” (1992) and a third edition wablished in 2005 [52].

In the same year that a hologram was printed oa ¥fisdit cards, 1984, the first innovative foiltfea appeared on
a banknote in the United Kingdom. Rectangular elgmef the “Stardust thread” - in shiny silver n@to the
surface of the GBP 20. The width of the Stardustatt was small, just 1 mm. Another glossy elembotvig
colour switching effects, was a thin film layer amat a foil, appearing in 1986 on the higher demations of the
“Birds of Canada” series. The next optical authgtytifeature was most innovative and appeared 8819 Australia
(figure 13a). This banknote with a polymer substiatorporated a transparent window with a foicpafThe patch,
viewable form both sides, displayed a computer gead dot-based greyscale image, which turned, witied,
from a positive image into a negative image, caflé@atpix grating” or “Pixelgram” [37]. One yeaatér, in 1989,
the first hologram was printed on the paper basestrian banknote, shown in figure 13b. This compgémerated
hologram is based on line structures, providingi2Bges a 3D-effect appeared in a shiny gold cotbfoig and
was called a “Kinegram”. A plain silver colouredlfdesign was part of the FFR 10, issued in FrancE992 and
was called “Strap”. Instead of a plain foil strip&in foil patches were applied on NLG-banknotethe Netherlands,
also since 1992. Since these early years many bteshave been equipped with glossy foil patchdsa@hstripes,
most of them included variants of holographic eéfeé new type of optical features are floating gas, of which
category the “Motion” thread was the first and Viiest applied in 2006 in a 4 mm wide thread on $veedish SEK
1,000 (figure 13.c). A similar, but wider thread r{Bn) is prominently present in the USD 100, issure@013.
Another development was the introduction of transpiareas in paper based banknotes, of whicharaté@ptics"
was the first and was first applied on banknoteBipfin 2007 (figure 13 d). Polymer banknotes withvery wide
foil stripe and large transparent areas are #ssied in Canada in 2011 (foil width 16 mm, transpareas up to 25
mm). A wide foil stripe, 15 mm, including a transgat window is first applied in the new euro 20 kaste, part of
the Europa Series and issued in 2015 (figure h1)0L3, the Bank of England was the first to abarttie foil stripe
in 2013; it was replaced by Motion-thread.
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First hologram in polymer (Australia, 1988) First hologram on paper (Austria, 1989)

a)

b)
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Motion thread (Sweden, 2006) Transparent area in paper (Fiji, 2007,

Figure 13.

The first examples of foil/thread based public dees.

a) Australian 10 dollar polymer banknote (1988gluding an innovative security feature, being asparent
window and a new type of hologram, viewable frorthtgides. The hologram is known as “Pixelgram”.

b) First hologram on a paper based banknote inriBugTS 5,000, issued in 1989. The hologram isvkmas
“Kinegram”.

c) First banknote with floating images ("Motion9EK 1,000, issued in Sweden in 2006. Width: 4 mm.

d) First banknote with an 18 mm wide security band a transparent area ("Optics"), FID 100, issuédi in
2007.

An advantage of foil patches over foil stripeshiatta patch can be printed in register with othertipg techniques
applied. The first foil stripes in register withhet print appeared on Turkish banknotes in 20090 Ahe Europa
series displays registered foil stripes.

The new generation of holograms is characterisedamptechnology, holes in the order of the waveteng light.
TheseNano hole arraysreate novel optical effects [e.g. 21, 28]. Fomepike, a monochrome colour can be created
by nanostructures, referred tosisictured colouravoiding (disturbing) rainbow effects as known fréme earlier
generations of holograms.

iii. Review of features based on colour

Pearl lustre inksor iridescent inksare based on interference and were selected tadprbanknotes a glossy look,
just as foil. A pearl lustre ink was first applied a Dutch banknote in 1992, the NLG 100/Little Qfidure 14a).
The designers of this banknote covered a largewaithaa pearl lustre ink, about 80 % of the surfaddach smaller
surfaces were applied on low euro denominationsd(Bul10, 20), which display an iridescent bandaa width of
9 mm (figure 14b). The band is applied before thpep roles are cut into sheets by an ink rolleiofp@vure). As
with foils, a drawback of these iridescent inkshiat they were commercially available. By addirgpeacific colour
change such inks became unique and became kno@ptiasl Variable Inks (OVI). The first banknote tvian OVI
was issued in 1989 in Belgium, the BEF 10,000 (&gl4c). OVI's were further developed by creatingagnetic
centre covered with several thin layers, which bez&nown under the name “Spark”. In 2008 the faatknote
with Spark appeared in China, the CNY 10, an occesibanknote celebrating the Olympic Games (fidis#d).
Improved on health and safety issues, “Spark Lifetame available in 2011 showing similar effectSpark. A
disadvantage of OVIs, including Spark-version$slimited availability of colours.
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First iridescent surface (Netherlands, 1992)

a) b)
) d)
First OVI (Belgium, 1993) First Spark (China, 2008)
Figure 14.

Some examples of the development of colour chanfgiaimres.

a) Large iridescent area. Silkscreen. Netherlah@&2. NLG 100/Little Owil.

b) (Part of an) Iridescent band. Silkscreen orgwure. Eurozone, 2002. EUR 20.

c) Optical Variable Ink (OVI). Silkscreen. Belgiut993. BEF 10,000.

d) Colour change from green to blue including a ement effect of a rolling bar. China, 2008. CNY i8ued on
the occasion of the Olympic Games in Beijing in200

Change blindnes
Holograms Colours

Image A

Image B

Figure 15.

Two examples of change blindness with optical antibity features.

a) A switch from dark to light within the Renaissarwindow is seen when the hologram on the eurmeb@note
is tilted in east-west directions. People seenmtmbe able to remember what was light first anchbexdark and
vice-versa [15].

b) Unique colours permutation is revealed when ‘adétion is applied. Hologram Industries, arou0042
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iiii. Change blindness

Changes in a picture or video may be unknowingfgrefl to an observer. Their ability to identify Buthanges is
limited, known aschange blindnessa variant of perceptual blindness. This phenomenfoohange blindness
complicates the design of tilt-features in bankaotike holograms or other kinetic features. Whaniraage is
changing from image A to image B, people may ncaliémage A by the time this image has changedl image B
(figure 15a). One more example of change blindigskown in figure 15b. The figure 50 shows a gieand a red
0 and when rotating 90°, people do not remembert Wiey have seen, was it a red 5 and green @@ea 5 and a
red 0? One may argue that the properties of kifietittires are explained to the public, thus theypaepared that a
change is happening. However, as elaborated cection 2, the Dutch seem to be less-and-less sitatén public
authenticity features and did not pick-up much fitbem education campaigns on the Europa Series.

There are different versions of public authentiééztures based on colour effects, like irideséeatures and colour
changing features (itenii). The perception of colour is problematic for tweasons, which may explain their
unpopularity (table 5). First, the perception offocw effects is hindered by change blindness (8dLib). Second,
perceiving colour deviations is problematic. Th#fedence between two colours A and B is expressedd) the
result of a formula based on spectral values withm “L*a*b*-chromaticity diagram” [33]. Perceptibdlcolour
differences between two different colours in teohae are provided in figure 16 [30]. Colour deviati@re clear
for an average human observer when> 6 and will be barely perceptible fae < 1 . An acceptable match in
commercial reproductions is achieved whenis between 3 and 6. Usually colour-flops in bant&a do not seem to
reachAe > 6, although measurements are not carried olibaare not published. Human perception is maneitge

to colour differences when two colours would adiutduch each other, but this principle is not ugedanknote
design (for an example based on ‘colours outsidestiroscale’ [15]).

Colour differenceA e Visual effect
Ae<3 Hardly perceptible
3<Ae<b Perceptible
Ae >6 Good perceptible

Figure 16.
Perceptible colour differences in printed mattereirms ofA e.

The previous introduced several examples of fod aalour features as applied in banknotes. All glesiwere

grounded on perception in feature mode, excepd#sign of the NLG 100/Little owl (figure 14a), whiés an

example of a design in configural mode. Banknotgtes incorporating authenticity features in camfad mode is

not new, in the past many designs followed thisgiple. Examples are alternating lines in two ae¢hcolours
(instead of dots), guilloches, screen traps andiappaper tints, all aiming for a reproduced bas&s with a

different general impression at one glance, dt#l public’s first preference (subsection 2.3).uclsan approach
optical authenticity features should work togettserthat there will be a synergy of foil and colapplications. The
designers of the NLG 100/Little Owl provided thergaete banknote a glossy look, making optimal dseaierials

with high specular reflection properties like glps®il, pearl lustre pigments, metal pigments andeiscent

planchettes. People would notice a colour copiiisfianknote, as under an angle different speceflaction effects
were produced, fooling the scanner of a colourempilext to features supporting gloss, this inrieeabanknote
carried four public authenticity features to beified in feature mode: watermark, tactile pattersse-through
register and micro text.

Concluding, banknote designers should shift theitkvirom a focus on individual authenticity featsi@erception
in feature mode) to a design strategy providingcmplete banknote a confident and authentic lpekdgption in
configural mode).

4.2 Foil featurespreferred over colour features

The introduction of optical authenticity featuresbanknotes showed that there is roughly a chosteden foil

features and colour features (section 4.1). Whitchetwo is preferred by the public?
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During the years, the Dutch recall foil featurescmbetter than colour changing features [e.g. @2Fr one third
of the Dutch residents (37 %) recalled in 2015ikféature (table 5), while a small minority menmtadl a glossy
stripe (5 %) or a colour changing ink (3 %). Théadings are in line with an earlier study carrimat in Canada,
where focus groups judged different features oridor notes, including foil and colour shifting inj&6] . Most

appealing to Canadians is a holographic stripecatalir switching features are reported to havenedoblic appeal.
The colour shifting effect is judged as too difficto see and is always ranked towards the bottbtheolist. As a
result the Bank of Canada introduced in 2011 a wedg foil stripe in their polymer notes, as farka®wn the first

example of the introduction of new public featugesunded on public input. A report on US-dollarestame to a
similar conclusion, colour-shifting features areehg used by the general public [43]. The publieference for foil

features over colour shifting features was confitrfoe the first banknote of the Europa series,Steeiro [25]. This
study reported that a large majority (71 %) cowdectly locate the “portrait hologram” (figure J0dhe image of
Europa in the foil stripe, while a minority (27 %juld locate the colour shifting feature on theoeseries, the
emerald numeral 5 on the front (figure 10e).

4.3 User requirements for foil features

The background of the application of foil and celfeatures in banknotes has been introduced (settld, followed
by the public preferences for foil over colour feas (section 4.2). This section continues witkexuloration of user
requirements for foil features. Insights on usafgmences for foil features are introduced (iig¢niefore a list of
user requirements is presented (iiem

i. Review of user preferences for foil features

A large scale study to public preferences of fedtfires on banknotes was carried out in 2003 (sejlyrted in
[15]). The study offered 16 different banknoteshwfitil applications, including the euro 10 and e&obanknotes,
to respondents in six countries of the Eurosyst&ustfia, France, Germany, ltaly, the Netherland$ $pain). One
of the interesting outcomes was that no major caltdifferences were found between the six natidhainly in
France and ltaly respondents prefer a patch oveil atripe, as to them a patch has higher aesttmpiglities.
However, in general, to the Europeans a foil wasnted to be a low involvement issue. Where sonoplpemight
know the name ‘foil’, or as they call it ‘silverrgie’, ‘glittering thing’, others barely notice ia major finding was
that the public considers itself unable to chebiloon complex parts and is unwilling to checkod bn details. The
public argues that the foil serves to deter codeiters, as they assume that its reproduction figcdlt, if not
impossible (provided that it is e.g. well-integdhia the banknote, and is visually complex). Theyy@esence of
the foil in itself is deemed a sufficient guaranté@uthenticity, an example of perception in UXF 3

Foil features on euro banknotes appear in two desig stripe on the low denominations and a patcthe high
denominations (section 2.3). A stripe is found gaicon a banknote than a patch, therefore peoplfoop stripe as
it is larger. Furthermore, participant judged acpdboking as if it is just stuck on, which mayfgeople easier
with fakes. Transparent parts are associated it or stickers and are perceived as easy foothgerfeiter. Once
people have attention for the foil, they want todw it, as if they want to re-assure themselveshénehe foil is
really smooth, is really made of another mateitak also re-assuring for the public to find thewerals in the foil
as they should match to the value of the bankridte.study also reported that realistic images aleamed when
they are easy to recognise, while abstract images vejected. In a subsequent stage of this shelinvestigated
user preferences were turned into a set of desiguirements and were subsequently provided to @ix f
manufacturers. Based on the requirements, 13 ppetstwere submitted and a clear winner was seldntatie
public, the design prepared by De La Rue Holog@pffigure 18a).

Another study confirmed the public preference fstrgpe over a patch [10]. When asked which offtligeatures -
stripe or patch - is preferred, Dutch respondemptsfar a foil stripe (45 %) over a patch (23 %), lime with
measurements reporting a higher prompted awarerfi@sstripe (90 % in 2005) as a patch (59 % in 2005

ii. User requirements foil features

The studies reported are concluded in a list of tesguirements for foil features as presentedgaré 17. This list
should be seen as a draft. Clearly, more reseantbkeided to explore relevant user requirementsefuand in more
detail. The approach advised is to develop diffedesign concepts grounded on (preliminary) usguirements.
Subsequently, these concepts may be offered fautbiee for feedback, in a similar approach as riggbabove [15].
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User requirement

User requirements
Foil feature

Passible design solution

1. Foail feature should be on the front.

1.1 | A foail contributes to confidence, to the first Not too close to the edge. Not covered by fingers.
impression of real or fake. No preference for left or right.
1.2 | Foil should be registered. Registered foipstiar a patch.

2. Thefoil featureischecked in look-at.

2.1 | Do not want to be obtrusive.

Plain, multi-eoked foil. Lenticular hologram.
Structured colour.

3. Thereshould be onetype of fail featuresthroughout the series.

3.1 | One type of foil feature (for learning and | One type of foil application.
recognition).
3.2 | Fail should be large. Foil should be a strfpié width: at least 15 mm.

4. The design of fail featur es should be different on each denomination, but should be part of a family.

4.1 | One type of foil design.

Recognisable outliofetails are different.

4.2 | Different foils on different denominations
(using the same foil on each denomination

will facilitate fraud).

There is a strong preference for the use of onéytgpe
of foil (learning, recognition).

5. For counterfeitersthe foil should be difficult toreproduce.

5.1 | Afoail design should be split in an area for| Multi-coloured foil. Foil stripe in colour of bankte,
public usage and a ‘counterfeit area’. and a silver coloured are for public.

5.2 | It should be possible to check if a fail Denomination numerals. Colour. Realistic images,
matches with the denomination. matching with theme. No abstract images.

5.3 | The counterfeit area should be complex. Toopex for the public to be checked

6. Fail should have other tactile propertiesthan su

rrounding area.

6.1 | The foil feels different from the rest.

Smaoth

7. 1n case of holographicimage: tilt direction shoul

d be north-south.

7.1 | The banknote should be tilted in landscag
position and in north-south direction.

€The ultimate positions of a banknote are at + @tofth)
and - 30 ° (south).

8. In case of holographicimage: maximum 3 separ

ateimages.

8.1 | There should be two separate images. To pretamge blindness: one image at + 60 °, no
image at 0° (or one image) and one image at - 30 °.

8.2 | Create a surprise, a little smile. One imagé&ches to main image on banknote, one
image is a related surprise.

8.3 | Good contrast of the hologram. Hologram inesikoloured foil.

' 9.Rather not: look-throughor titt. ]

9.1 | Do not want to be obtrusive. Look-at featukslographic images like 3D-effects
(lenticular holograms). Floating images. Coloueef§
(e.g. structured colour).
Figure 17.

Public user requirements of a foil feature in ban&s. Based on user research in 2008 by TNS NIPO [regante

15].
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4.4 Design conceptsfor public friendly faoil features

The previous section presented user requirements foblic foil feature (section 4.3). This sectintinues with
several examples of promising design concepts fartdic friendly foil, which may be used by bankaatesigners
to build their designs on. Starting with a desaoiptof the public’s favourite concept, several otdesign concepts
follow, concepts based on user requirements.

The result of the large scale project on a publentlly foil (section 4.3) delivered a public’s fawite concept, a foil
with switching imagesimages which are clearly different (figure 188he silver violin holds a holographic part,
showing three images, switching from a portralt §i60°), via a music clef (tilt 0°) to a grandapp (tilt - 30°). The
holographic portrait is similar to a printed poitr@eople may compare the two images. The thimgenis a grand
piano, not part of the printed design and is expeed as a (little) surprise. The winning concéfare two more
design solutions. The registered foil is split ipublic part and a ‘counterfeiter part’. The pulpart is the silver
coloured violin and the rest of the foil is kemrtsparent, displaying complex security elementse@slly for the
counterfeiter’. Second, the numeral 50 in the fody be compared with the printed numeral. Doingpsmple
reassure themselves that the foil matches witldém@mination.

The foil design based on the music theme includetsparent areas were rejected by the public ¢seétB). Instead
of a transparent area, this area could also beupeatlin a colour, for example in the main colouthaf banknote.
This principle is laid down in a patent applicatidescribing the principles of “multi coloured fojiL3] and has
been applied in the concept shown in figure 18b.

Switching images within a hologram could be corgtrd with different techniques, like for exampleedmage by
the (traditional) laser technology and one imagelbgtron beam curing, which was also part of titemt application
made. However, this part was judged by the Europedent Agency to be a separate invention, apart the claim
of multi coloured foil. One of the examples intredd in the patent is shown in figure 19a, a pdhkndly hologram
with three images.

Tilt actions are experienced as obtrusive and jpaeplld probably apprecial@ok-at hologram®vertilt holograms
Look-at holograms are possible like the examplevigea in figure 19b. Such 3D-effects, as if the gmas on the
surface, is possible by applying lenticular stroesu

Transparent foil with switching images Coloured foil with switchirignages

Louisenthal

L

&

Figure 18.

Two examples of banknote concepts with a publanfily foil based on switching images.

a) A test banknote displaying a foil with three gaa based on a music theme, prepared by De La Blogrphics
(2003).

b) A promoational banknote displaying a foil withdwmages and colour, prepared by Papierfabrik lemitsl
(2010). The foil shows two colours, silver and gell The hologram shows two images, which are disove in
print, a portrait and a flower.
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Understandable hologram with ¢hiraages Look-alolgram

Figure 19.

Two examples of holographic design concepts.

a) Design concept for a foil application ‘traffight’ based on a holographic element moving carahdur changing
green-orange-red [13].

b) Look-at hologram: a 3D impression of the numBtalSample prepared by Kurz (2003).

Exploring design concepts for a public friendly foi

Several layout schemes for a public friendly foé axplored, as shown in figure 20. Traditionallpuduthenticity

features like a thread, a foil stripe or an iridg#cband are usually simply overprinted, withouy a®sign

adaptations. Since 2009 foil features can be apptieegister with the print, making it possiblegishance specific
foil elements, inviting the public to focus (figue®a). In general, registered print will incredse heuristic quality
of a banknote and on its turn the confidence egped (UXF 3). A further development of this destmcept

inviting people to focus is shown in figure 20bsiver coloured holographic area is the public pard the rest of
the foil is produced in the main colour of the baote, ‘the area for the counterfeiter’. Two reqments enforce
each other; holographic designs are best percéivadsilver coloured surface and the glossy silvidlrattract the

eye. The search task for the features in this desigicept is unambiguous: go in a rather straigletfrom left to

right, an example of a configural design approadtich includes a feature design approach. Addisigniar colour

to all features will ease the search task furth@ok for the blue’, and in another, red banknot&ok for the red’.

Foil stripes in a horizontal oriented banknote lzeveen 8 mm and 15 mm wide, relatively small tmiporate a
viewable image. A banknote design in a verticatrtation will provided more design freedom (fig@6x). Next to

a holographic element, a foil stripe could showeasparent area, a window (figure 20d).

Concluding, there are plenty of possibilities tovarat a public friendly design of a foil feature.
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Invitation to focu All features in a row, blu

a) ‘V‘> b)
— 7
I — N | i J
""""""""" 50 .
100
Foil in landscape orientation Foil in colour of bardte
Figure 20.

Alternative design concepts for a foil stripe.

a) Invitation to focus. A specific area of a falenhanced by one of the banknote’s printing tegles. The human
eye is invited to focus on this specific area [11].

b) All public features are set in a row, from lftright. All features are designed in the colofithe note,
respectively: foil stripe (including the silver lsgram), watermark (coloured paper partly overpdrtecolour of
the note), feel/scratch pattern and windowed sictiniead [11, 15].

¢) Foil in horizontal orientation in a vertical ented banknote. A horizontal orientation of thi¢ doeates more
possihilities for a holographic design [10].

d) Design concept for a series of banknotes dispgipil stripes matching to the main colour oé thanknote and
includes a transparent area (window). The largeanahof the banknote may be compared to the nurnétak

foil [11, 15].

4.5 User requirements for features based on a colour effect

Designs of colour changing features such as OVIGpatk are judged to be user-unfriendly (sectidy). Zherefore
it is no surprise that foil features are preferoegr colour features (section 4.2). These findiragse the question
why public features based on colour effects shatillbe included in new banknote designs? The ansg/that
colour is a good starting point for a public autiety feature, but up to date their designs fas,will be elaborated
on first (itemi). Subsequently this section presents a reviekwudies carried out to gain insights in user prefees
for features based on a colour effect (itierand concludes with a list of user requirementssteh features (item

ii ).

i. Colour is most important design element

When asked for the difference between the newlamoltl euro banknotes, the change of colour wdaritiie most
frequently given response (table 7). This answeémdik come as a surprise, as - at least to thehDute colours of
a banknote are found to be the most important ded@ment. Since 1983 colour is constantly reposti¢itin DNB’s

Conference on Optical Document Security page 24/30
10 -12 February 2016, San Francisco



biannual studies as the best recalled design feaflroth guilder banknotes (1983-2002) and euntiates (2002-
2015) [8, 9, 14, 15, 44, 53]. Dutch gulden bankassteowed bright colours and the colours of the barknotes are
also bright, although less bright as the gulderkbates. The Dutch public did notice this decredderightness [9,
12]. In other cases, an increase of brightnesshmayoticed, as is the case when the first designrafw series of
Canadian banknotes were rolled out in 2001, nar@eshadian Journey”. The most frequently mentioneshgh, by
34 % of the respondents, was the introductionighiter colours [46]. The Reserve Bank of New Zedlentroduced
the slogan “Brighter Money” to reflect the bold @ots and designs of their upgraded series, whichisgued in
October 2015 (figure 21). The designs were prephyaasing several forms of public input [36]. Thessv designs
also show a large, silver coloured foil area withitransparent area. Another relevant conclusiacaraing colour
is that people associate the main colour of a batekto its value, to the main user interface furct{UIF 1).
Therefore, when the design of a colour feature il linked to the main colour of the banknotdijrat] stepping
stone is offered to recall an (optical) authengitiature.

New Zealand, 1999 Brighter cots, 2015

ERVE BANK OF

NEW ZEALAND

‘ . AE 89 05% 1‘71 52 RESERVE BANK OF
e NEW ZEALAND

TE PUTEA MATUA

o~ o e m

a)

Figure 21.

Redesign of New Zealand dollar, accompanied byesioBrighter Money'.

a) Polymer banknote NZD 100, 1999.

b) Upgrade of NZD 100, 2015. Large silver colouf@tiarea within a transparent area.

ii. Review of user preferences related featuregthas colour effects

On the reverse of the first series of euro banlatitere is a gold shining band printed on the lemaininations and
a colour changing numeral on the high denominati@estion 4.1, itemiii). Invited in 2005 to provide their
preference, Dutch respondents favoured the gofdrghband (36 %) over the colour changing numeggso) [10].
Features based on colour effects, like iridescedtcalour changing inks receive much lower scoreemit comes
to public knowledge of authenticity features (tal)e An explanation for their low ranking is thatieur variations
are difficult to perceive in the designs produdeidst, the colour change on offer is not large go{subsection 4.1,
People may recall that a colour is red, but theynoaremember the colour shade; was it merlotJetcanahogany
or cherry blossom red? Furthermore, when tiltingoaginal banknote, colour A will gradually chaniggo colour
B. In an imitated banknote the colour change wé/¢l from A'to B', most likely different from th@iginal colours
A and B and certainly difficult to perceive. Thergeption of colour changing features will also depen light
conditions and crumples may disturb their perceptieen more.

iii. User requirements for features based on coleffiects

The studies done result in a list of user requirgméor features based on colour effects as predentfigure 22.
This list should be seen as a first draft; moreaesh is needed to explore these user requirerfatiter and in
more detail.
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User requirements

Colour feature

User requirement Passible design solution

1. Coour feature should be on thefront.
1.1 | A colour feature contributes to confidence, Not too close to the edge.

to the first impression whether a banknote|idlot covered by fingers.

real or fake. No preference for left or right.
1.2 | Colour feature should be registered. No cowotistbands.

2. The cdour featureis checked in |ook-at.
2.1 | Do not want to be obtrusive. Look-at colowattees, like structured colour.
2.2 | Feature should have gloss. Iridescent andllinehks (silkscreen, offset).

3. There should be onetype of colour changing featuresthrough the series.
3.1 | The colour changing feature should be largérea at least 30 mm x 15 mm (or 450 B m

3.2 | Should be one element. Not 50 (5 and 0).

4. The design of colour features should be different on each denomination, but should be part of a family.

4.1 | One type of colour effect design. Designs khaoelate to the banknote, e.g. to its colour,
denomination or main image.

4.2 | Colours can note be remembered. Colour chsimgdd relate to the banknote, e.g. to itg
colour, denomination or main image.

4.3 | Create a surprise, a little smile. An enhayciaalistic image, part of the banknote

design theme. For example, the colour featureeis th
centre of a flower or eye of an animal.

5. 1n case of a colour change: the colour change should be obvious.
5.1 | Colour A and B should be visible separatelf;olour A should be clear at + 60 °, no colour aafd

without merging into one another. colour B should be visible at - 30 °.

5.2 | The colour difference between A and B | Select an appropriate technology, e.g. structuoézlic
should beA e > 6. (instead of ink pigments).

5.3 | Change blindness should be prevented. Onercolatches to main colour of the banknote and

one colour is standard through the series.

6. In case of cdour change: tilt direction should be north-south.
6.1 | The banknote should be tilted in landscapeThe ultimate positions of a banknote are at + @tofth)
position and in north-south direction. and - 30 ° (south).

7. Rather not: look-through or tilt.
7.1 | Do not want to be obtrusive. Look-at coloueefffeatures, like structured colour.

Figure 22.
User requirements to a colour changing featurairkbotes.
Based on user research in 2008 by TNS NIPO [reg@amt&5].
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4.6 Design concepts for public friendly features based on a colour effect

The previous section presented user requiremengsfémture based on a colour effect for publigagaection 4.5).
An example of a banknote design to be perceivedirfigural mode, providing the banknote a heurigtiality - the
genuine note is the glossy one - is the NLG 1004 ®wl shown in figure 14a. A more recent exangfleptical
authenticity features based on an heuristic apprizggrovided in figure 23. These designs are basaghat people
intuitively may experience as genuine, an altemaat the common rule-based design of such featiresdesigns
of the features shown in figure 23 refer to refl@ts in water or to fire, phenomena known by thiligu Studies on
the concept of intuitiveness should take care eifcgption pitfalls', like when the perception ofj@nuine and
mimicked feature do not discriminate anymore.

Another concept for a colour feature is provideéigare 24. As people may forget the first colocoléur A), when
a colour flop is made, the first colour is in thaimcolour of the banknote. Furthermore, when tirekhote is tilted,
the second colour (colour B) is for all denominasicghe same. The concept shown proposes a goldrcal® gold
is associated with valuable and will create aeliginile.

By tradition features based on colour effects aeated by specific inks. However, since 2005 seelufres can also
be created by foil applications. These new teclgietolead to new concepts, like a foil stripe idahg a hologram
and a colour effect feature as shown in figureS2&ch a colour effect feature can be based on etstad colour, a
colour related to the banknote denomination, ora@hgr new innovation addressing a user friendlguroeffect in
a foil.

Concluding, there are plenty of possibilities tovarat a public friendly design of a colour efféeature.

Figure 23.
Examples of colour features based on a heuristigdeapproach (instead of rule-based design ofifes}. People
will have a ‘correct perception’ by intuition. Dgsis by Gestaltung Manuela Pfrunder GmbH, 2014.

Banknote colour

turns to gold

Figure 24.
Colour concept for a banknotes series. Easy to agriwate: all colours turn to gold [15].
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» m""""""m Colour effect element
(e.g. structured colour)
“““““““““ Holographic element, 2 images (tilt)
W “||||||||||||||” Transparent area with ‘complex

I  patterns for counterfeiter’

Figure 25.

Design concept of a registered foil stripe applaratincluding both a colour effect and a holograpffect. The
colour effect is a look-at effect, a bright monamhatic colour matching to the main colour of thalyete. The
hologram is a numeral at the top (look-at), basetenticular structures, and a holographic eleragtie bottom
showing two images. One image can be comparedaphinted) image within the banknote and one infegeto
be discovered when tilted and will provide a lithaile.

6. CONCLUDING

The present design of optical authenticity featutess not come across to the general public. Fudptieal
authenticity features should first of all be basaduser requirements. Therefore central banks direskarch such
user requirements. Second, instead of featureteddmanknote design, designers should deliver lmektesigns
based on a configural approach. Instead of makirjpfeatures more complex by adding more techyoldJIF
3) the focus should also be on keeping confidebled(3).

Based on the user requirements and a use-centesaghcolicy, a central bank should develop prepayalesign
studies. The results of these studies should leeeafffor feedback to respondents of the generdicpub
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